KubepioBymkn «unppoBbix» (pMHAHCOB

KubepaTaku, BBIMOraTeNIbCTBO M IIAHTaXK C MOMOIIbLI0 KOMIIBIOTEPHBIX BUPYCOB CTaJH
OJTHOW M3 TJIABHBIX Yrpo3 «IIHU(PPOBOK» COBpeMEeHHOCTH. KubepnpecTymHOCTh cTaja XOpOIIo
OpPraHU30BaHHBIM U OYECHb MPUOBLIbHBIM Ou3HecoM. [1o pa3HbIM olLieHKaM, ri100aibHbIN yiepo
ot Hee no uroram 2017 roga cocrasur 10 1,4% muposoro BBII. Ilpu 3ToM packpsiBaeMoCTh
TaKuX NPECTyIUIeHUH KpaHe HeBenuka. Haubomnee pacnpocTpaHeHHBIE CXEMbl OpPUEHTHPOBAHBI
Ha XHWIICHHWE JCHEr Yy KpeAUTHO-(DMHAHCOBBIX OpraHU3alMii u ux KiueHtoB. B Poccum 3a
HOCJIETHIOI «IIATHIIETKY» YUCIIO KHOeplpecTymieH! BbIpocao B 6 pa3. Takoi ObICTpBIN pocT
OOBSICHAETCS TIABHBIM 00pa30M JOCTYMHOCTBIO MPOTPAMMHBIX CPEACTB, KOTOPHIE MO3BOJISIOT
3JI0YMBIIIUIECHHUKAM COBEPILATh BECbMa CJIO’KHBIE IIPECTYIIIICHUS.

O mnpaBumiax, coOJIOJEHUE KOTOPHIX MOMOXKET BaM HE CTaTh XEPTBOU <«ITHM(PPOBBIX»
BOPOB, MBI OecenyeM ¢ 3amecTuTenem ynpasisoniero OtaenenueM Teepb I'Y banka Poccun no
[lenTpansHOMy QenepaiibHOMy OKpyry Bagumom BagumoBuuem TeTuHBIM.

- Baoum Baoumoeuu, evl Mmodxceme pacckazamv 0 CHOCO0AX, KaAKumu
KubOepmMouweHHUKU «3a1e3ai0my» 6 Hauu 6UPMYyanbHble KOuleabKu'?

- Bol wim Bamm 3Hakombie HaBepHska nonydan CMC c cooOmierreM 0 OJOKHPOBKE
KapThl, KOTOPOE MOTOM OKa3bIBAJIOCH (asibIIUBKON. CaMoe yAUBUTEIHHOE TO, YTO O TAKOW CXEeMe
oOMaHa 3HAIOT MPAKTHYECKH BCE, HO MHOTHE JI0 CHX TOp TMOMAIAI0TCA Ha 3Ty yA04Ky. [lomyuus
Takoe cooOIleHne, He TAaHUKYWTE U HU B KOEM Cllydae He CBSI3bIBATECH C €ro OTIPaBUTENEM 10
tenedony, Homep koroporo ykazaH B CMC-ke. Cpa3y MO3BOHHUTE B CBOM OaHK (HOMEp €CTh Ha
Bamieil kapre). I BaM HaBepHsiKa MOATBEPIAT, UTO C KapTod Bce B mopsake. M, pasymeercs,
COOOIIUTE O MOMBITKE MOIIIEHHUYECTBA.

Eme omuH w3 pacnpocTpaHEHHBIX BHUIOB MOIICHHHYECTBA C KapTaMH — MHUCbMa C
BpeOHOCHBIMH  (paitmamMu. OHH TPUXOIAT OOBIYHO TIO DJJICKTPOHHOH IMOYTH WJIH 4epe3
MECCEHJIKEPhI, YacTO MACKUPYIOTCS TOJ «BBITOJHBIC MPEAJIOKEHUS» WU Mpaiic-nucTel. B
TaKOM IMHUChME MOXET OBITh BJIOXEHHE JIMOO CChUIKA, KIMKHYB Ha KOTOPYIO, BBI 3aIlyCKaeTe
KOMIIBIOTEPHBIA BHpYyc. BpemoHocHass mporpamma («3I0OBpeln») MOXUINAET JOTUH U TMapoilb
OHJIAaiH-0aHKa W OTMpAaBJISET HMX 3JOYMBINIUICHHUKY. Ellle XyXe, eClM TaKyl CCBUIKY BBI
OTKpPBIBAaETE C MOOMJIBHOTO yCTPOWCTBAa — TOT/IAa MOIIEHHHUKH Y3HAIOT M KOJI TOJATBEP KIIECHUS
onepanun U3 CMC-cooOmieHusi, KOTOopoe TpuchlIaeT OaHK. Torma HaBepHSIKa MOXKETe
MIPOCTUTHCS C BAlTUMU JIEHbIaMH.

B nauane sToro roma kommanus «SHIeKc» cooOImIa, 4To KOH(UIEHIIUATbHbIE TaHHbBIE
0 OaHKOBCKMX KapTaX MOJb30BaTelell BOPYIOTCA TMOCPEACTBOM pacIIMpeHHil s Opay3epos.
KubeprpecTyTHUKH HayYWIINCh MOXUINATh JTAHHBIC, PACIIPOCTPAHSST BPEIOHOCHBIC IIJIATUHBI C
O6onee 80 Thic. caiiToB B VHTepHeTe. OTO 3apakeHHbIE MPOTPAMMHBIC DPACHIMPEHUS,
cHaOkarome MoJIb30BaTeNIel 1Mmose3Hon uHpopmaimeil 6e3 3axona Ha CHeluaIbHbIe CAUThl —
KypChl BallIOT WM TMPOTHO3 MOrojbl. Takue mporpaMMbl pacHpOCTPaHSIOTCS 4Yepe3 Mara3uH
pacmiMpeHuii WM W3 HEMPOBEPEHHBIX WMCTOYHUKOB, OHU MOTYT HWCIIONHITBCS Kak B
CTAIlMOHAPHBIX, TaK W B MOOWIBHBIX BEpCcHUSX Opay3epoB. YcTaHaBiIHMBas JTHU IIJIATUHBI,
MOJIb30BaTEIh OTKPBIBACT 3JOYMBINIUICHHUKAM JOCTYIl K IapojisiM, JIOTHHAM | JaHHBIM
0aHKOBCKMX KapT. EjxeMecsyHO ¢ TakuMu mpobOiemMamu CTalkuBaroTcs Oonee 1,2 MIH
MOJIb30BaTENEH.

- To ecmb ceco0us, ecnu vl nonb3yemecy OHAAUH-OAHKUHZOM, HYIHCHO 3A00MUmMbCA
He MOAbKO 0 mom, Ymoodsl He nomepAms cMapmepoH, HO U 6CeMU 03MONHCHBIMU CROCODAMU
3QUUMUMb HAXOOAWYIOCA 6 HeM TUYHYI0 UHopmayuio?

- CoBepiieHHO BepHO. B mocnennee Bpemsi HanOOIBIINI POCT Uncia aTak GUKCUpYyeTcs
UMEHHO B CerMeHTe MOOWIbHBIX miaaTdopM. A Poccusi okaszanack JIHUJIEpOM IO KOJTUYECTBY
MOOMJIBHBIX OAHKOBCKHX TPOSHOB, TO €CTh IPOrpaMM, MpeAHA3HAYCHHBIX IS KPaXH
¢buHaHCOBOW MHpOpMAIUU MoIb30BaTeneil. B otuere kommanuu «Jlabopatopuu Kacnepckoro»



TOBOPUTCS, YTO B MPOLIJIOM TOAY KOJIMYECTBO BPENOHOCHBIX YCTAaHOBOYHBIX IPOIpaMM Ha
MOOWJIBHBIX YCTPOMCTBAX IO BCEMY MHUPY BBIPOCIIO 1O cpaBHeHHIo ¢ 2015 rogom B Tpu pasza —
no 8,5 muH. IIpu HMCmonp30BaHUM Ui MPOBEACHUS ONEpaluil KOMIBIOTEPa U MOOHIBHOTO
tenedoHa (BCce-TaKW 93TO [(Ba HE3aBUCHMBIX KaHaia) HHGOPMAIMOHHAs O0E30MacHOCTh B
M3BECTHOM cTerneHu odecrieunBaeTcsi. ECu e Bbl COBMECTHTE B OJJHOM MECTE U MpOorpammy, u
ayTeHTU(UKALHIO, U TOATBEPKICHUE IIATEXa — 3TOT MOPOT 3aMETHO CHHXKAETCSI.

- 3nauum au 3mMo, UMoO Camoy8epeHHOCmb COBPEMEHHO20 NOIb306AMeENA YACHO
uzpaem Ha pyKy KubepmouieHHuUKam?

- ImenHo Tak. PaHbIlie MbI TOBOPHIIM O TOM, YTO HanOoJee «IIO/IAI0UINECT» Ha YIOBKU
KHUOEPMOIIEHHUKOB — 9TO JIIOJW [EHCHOHHOTO BO3pacTa, BEIM C HUMH OOJbBIIYIO
Pa3bICHUTENbHYIO paldoTy, MOBBIIIATM HMX (PUHAHCOBYIO TI'PaMOTHOCTh. A ceifuac B Jambl K
MOILIEHHUKaM Bce OoJbllie MOMagaloT JoAd B Bo3pacte A0 40 Jer: OHM OYeHb AKTUBHO
IOJIB3YIOTCSL TA/PKETaMU M TEXHOJIOTMSIMM, HE CHJIBHO 3aAyMbIBasCh O npaBuiax. [lo MHeHuro
9KCIIEPTOB, OCHOBHBIMU MPOOJIeMaMH Ha MPOTSKEHUH MOCIEIHUX YETHIPEX-TISITH JET OCTAIOTCA:
OMACHOCTb  3apakK€HHUsS MOOWJIBHOTO yCTpOWCTBA M  KOMIIBIOTEPA UYEpe3  HHTEPHET,
HEJOCTATOYHOCTh BCTPOEHHBIX CPEACTB 3allUThl B IMPOrpPaMMHBIE IPOIYKTHI CO CTOPOHBI
pa3paboOTYUKOB CUCTEM AMCTAHLMOHHOIO OAHKOBCKOI'O OOCIYKHBAHMUSI, @ TAKKE HEBBIIIOJIHEHHE
MOJIb30BATEISIMH 3JIEMEHTAPHBIX TPEOOBaHUN OE30MACHOCTH.

KiroueBoit mpoOiemoil ciieyeT cYuTaTh HWMEHHO YSA3BUMOCTH KiHeHTa. Kakoe Obl
CPEICTBO 3alllUThl €My HE MPEJOCTaBISIOCh, OHO MOXET OBITh CKOMIIPOMETHPOBAHO — B TOM
4yHhCclie M CaMUM Iojb3oBareneM. Yaie BCEro 3JI0YMBIIIJIEHHUKAM YyAaeTcs oOOMTH camble
COBEPILEHHbIE CPEACTBA 3AIIUTHI [10 TPUYUHE TOBEPUUBOCTH KIMEHTA, €r0 HEOCBEIOMJIEHHOCTH,
XaJIaTHOCTU B OTHOILEHUHU NEPCOHAIbHBIX JAaHHBIX. IMEHHO MO3TOMY 3/10yMBIIUIEHHUKHA BCE
Yalle MCHOJb3YIOT HE TEXHUYECKHE, a ICHUXOJIOTMYECKHE IPUEMBbl — TO, YTO Ha3bIBAETCs
«COLMAIILHON MHKEHEPUE.

- Ilpowie 2060ps, MOWIeHHUKU HAX00AM RPUYUHY, RO KOMOPOIL Ye108€K J1e2K0 noiioem
Ha Oelicmeus, gedyuiue K ympame oeHez.

- [lcuxonoru 3Ha10T, 4TO B chepe PUHAHCOB MOJbMU B OCHOBHOM JBMXKYT JIBa UyBCTBA!
KOpBICTONIIO0ME ¥ cTpax. Yamie Bcero coumuaibHBIE WH)KEHEPHl BO3JCHCTBYIOT Ha JKEJaHHE
OBICTPO pazboraTeTh, MOJYYUTh YTO-TO «HA XaJSBY», CTPEMIIEHHUE KYIUTh YTO-TO C OONBIION
ckuakoi. OyeHb YacTO JaBAT Ha POJCTBEHHbIE UYBCTBAa, CTpax 3a OJU3KOro YeIoBeKa:
HarpuMmep, COOOIIA0T, YTO OJNM3KMHA YenoBeK skoObl momnan B 6exy. OCOOEHHO MO/BEPIKEHBI
TaKOMy BO3JCHCTBMIO IMOKUJIbIE JIFOJIM, KOTOpBIE, YCHbIIIAB O Oele C JOYKOW, BHYYKOM WM
XKyukoii, cpa3y Oeryr Kk OaHKOMaTy M JA€Jal0T TO, YTO UM TOBOPST 3JI0YMBINUIEHHUKU. bBonbmas
4YacTh XUILEHUH JIEHET CO CUETOB MPOUCXOAUT OJaroaapsi 10OBEpUMBOCTH caMoM kepTBbl. Jlroau
caMM JUKTYIO 3JOYMBIIUICHHMKaM CBOM IIapOJIM, HOMEP KapTbl, NEPeNaroT KOl
MOJATBEPXKJIEHUSA. A 3TOro JAenaTh KaTerOpUYECKH HENb3sl - 3TO MEpBOE NPaBUIO (PMHAHCOBO
IPaMOTHOTO YeJIOBEeKa: Oepedb CBOM MEPCOHATIbHBIE TaHHBIE.

3aBepiiasi Hall CErOAHSIIHUNA pasroBop, XO4y JaTh HECKOJbKO COBETOB, CIEAys
KOTOPBIM, MOKHO B CYIIIECTBEHHOH CTENEHH 00€30MacuTh ce0si OT KUOEPKPaXH MepCOHATbHBIX
JaHHBIX U cpencTB. Hu B Koem citydyae He pearnpyiTe Ha 3BOHKH UM 3JIEKTPOHHBIE COOOIIEHUS, B
KOTOPBIX BAac MPOCST NPEJOCTaBUTh PEKBU3UTHI cueTa, PIN-koxabl, maponyu wiM nepcoHaabHbIE
naHHble. Beerna ucnomnp3yiiTe HaJeXHbIE YHUKAJIbHbIE MAPOJU JJI MAaKCHMalIbHO BO3MOXKHOIO
KOJIMYECTBA YYETHBIX 3allMCEd B MHTEPHETE, a JIy4dllleé BCEr0 — MHAMUBUAYAJIbHBIN MapoOJb AN
KOKI0M u3 HUX. He XpaHUTe JOTMH M Tapojib Ha CBOEM CMapTQoHE: B DICKTPOHHOM
COOOIIeHNH, B BHJE€ 3aMETKH WM s «aBTOMAaTHUECKOTO 3allOJIHEHHs» TPU OTKPBITHH
MHTEpHET-caiiTa wWiu npuiokeHus. He eHnTech mpoBepsATh BHITUCKU 110 OAHKOBCKUM CUETaM U
KapTam Ha IIpeIMeT OJ03PUTEIbHBIX TPAH3aKIIUM.



